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Ohio Administrative Code 
Rule 3772-19-03 Required surveillance system. 
Effective: January 25, 2020
 
 

Each casino operator shall install, maintain, andoperate in the casino facility a surveillance system in

accordance with thespecifications of this chapter and as approved by the commission at a

meetingheld under section 3772.02 of the Revised Code. The surveillance system andcasino facility

must include components that meet or exceed the followingrequirements or listed features:

 

(A) Installation which prevents  obstruction, tampering, or disabling.

 

(B) An uninterrupted power supply which is automatically  engaged within ten seconds in the event

of a power outage. The uninterrupted  power supply shall provide enough power to maintain full

system  functionality.

 

(C) Data storage redundancy to prevent the loss of any  data.

 

(D) Clear presentation and recording of the video and audio  from surveillance video cameras.

 

(E) Recording date and time stamped on all digital  recordings and visible on all monitors based on a

synchronized and accurate  clock.

 

(F) The ability to provide exported copies of video, audio,  and image recordings. The system must

include a mechanism for authenticating  exported recordings.

 

(G) Audible and visual notification of any failure of  recording.

 

(H) Secure and separated from other casino systems, either  entirely or by appropriate firewalls, so

that information from the surveillance  system is restricted.

 

(I) Reformat and erase capabilities must be restricted to  appropriate personnel.
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(J) Remote access for authorized casino personnel, the  commission, and vendors. Remote access for

casino personnel and vendors shall  be administered in accordance with the requirements for remote

access listed in  rule 3772-10-15 of the Administrative Code.

 

(K) Access must be limited to commission personnel and  users authorized by the director of

surveillance and shall be secured by unique  user identification and a confidential password.

 

(L) Passwords must be specific to each surveillance  employee and shall be changed every thirty

days or sooner if necessary, as  determined by the director of surveillance.

 

(M) Log all user activity.
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